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Abstract

How to formulate feasible and effective data sovereignty policies is a key focus of regulatory agenci
es in the field of internet governance. The crux of the issue is how to maintain national data sovere
ignty without hindering the effective flow of data, so as to avoid the ’Balkanization’ of the interne
t. In the face of this problem, this article proposes several basic principles for formulating data p
olicies by reviewing the origins of data sovereignty. On the one hand, data sovereignty policies stem
from national sovereignty and recognize a country s jurisdiction over its internal data affairs. On t
he other hand, data sovereignty should be more innovative and flexible. We believe that an inclusive
data governance system can fully adapt to the diverse internet governance needs of different countrie
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[English] With the widespread use of digital
technologies such as artificial intelligence, t
he Internet of Things, and blockchain, data is
increasingly regarded as a critical factor for
economic development, social governance, and ou
r understanding of the era. All social producti
on activities can be “digitized” (ITU 2005). Ac
cording to statistics, the total amount of data
generated, exchanged, and consumed globally in
2022 was 79 zettabytes (Djuraskovic 2022). This
has led to the booming development of the digit
al economy and accelerated the process of digit
ization in society. Due to the lack of “hard bo
undaries” in the physical world, the inevitable
cross—border flow of massive data has gradually
attracted the attention of internet (or digita
1) regulatory agencies in various countries and
become a hot topic in the discussion of public
policies related to internet governance. In thi
s regard, policy makers face challenges: on the
one hand, data sovereignty needs to meet the re
quirements of national sovereignty, especially
cyber sovereignty, ;on the other hand, it should
prevent excessive policy intervention from affe
cting the orderly free flow of data and thus im
peding the development of the digital economy a
nd the process of digitization in society. Face
d with this challenge, this policy brief will f
irst review the origins of the issue of data so
vereignty, and then provide several basic princ
iples of data sovereignty policy to stakeholder
s involved in policy making, such as regulatory
agencies, platform companies (Banker 2016), and
civil society representing consumer interests,
in an effort to build a safe and prosperous glo
bal data ecosystem.

The Birth of Data Sovereignty:

A Dynamic and Inclusive Concept

The term “sovereignty” originated from the fo
rmation of modern international law and interna
tional relations, reflecting the domestic autho
rity and external independence of nation—states
in relation to their territorial affairs (Krasn
er 2001), and represents a top—down concentrati
on of state power. Discussions on cyber soverei

gnty can be traced back to the Cold War period.
Based on the geopolitical landscape at that tim
e, some third world countries sought to find a
“modernization path” different from colonial ru
le, using modern information technology to achi
eve social development and construct identity.
These countries proposed the construction of a
"New World Information and Communication Order,
”(Carlsson 2003) with a focus on “global inform
ation flow,” aimed at achieving a “rebalancing
of global information flow.” From the perspecti
ve of these countries, unrestricted information
flow undoubtedly challenges national sovereignt
y, and this issue has also become a focal point
of future discussions on internet governance po
licies.

With the development of the internet, the con
cept of “cyber sovereignty” emerged. Literally,
cyber sovereignty refers to the highest authori
ty of a nation—state to implement absolute and
exclusive management of its own internet (Jense
n 2015). The rapid development of digital techn
ologies has made data collection and usage easi
er, making digital society a reality. Technolog
ical leaps have made data collection and usage
much more accessible, greatly reducing the cost
of data mining. Almost all human behavior can b
e achieved through “digitization,” generating ”
digital twins” in cyberspace (Jones et al. 202
0). These data can flow freely in the global cy
berspace without national borders, thus collidi
ng with the state’ s conitrol over data resourc
es within its own territory. Therefore, the issu
e of data sovereignty has thus emerged, enterin
g the policymakers’ field of vision. Furthermor
e, data sovereignty involves multiple stakehold
ers such as states, citizens, consumers, etc.,
and encompasses ownership, control, privacy, an
d other rights related to data and data infrast
ructure (Hummel et al. 2021). It can be seen th
at data sovereignty is a “hybrid” of rights hel
d by different entities, and it is a dynamic an
d inclusive concept.



Principles for Formulating Data

Sovereignty Policies

As discussed in the introduction, the issue of

data sovereignty has involved multiple dimensio
ns and subjects,. This also highlights the comp
lexity of formulating data sovereignty policie

s. At the same time, as an important component

of internet governance, the concept of data sov
ereignty embodies inclusiveness. Therefore, thi
s policy briefing illustrates that the formulat
ion of data sovereignty policies in each countr
y should adhere to the following principles:

Regulatory agencies should establish the co
ncept of innovative and flexible cyber soverei
gnty. Since data sovereignty stems from cyber s
overeignty, how to view cyber sovereignty also
involves the formulation of data sovereignty po
licies. Sovereign states are still the main act
ors in contemporary international relations. Th
erefore, respecting the regulatory jurisdiction
of each country s domestic internet by regulato
ry agencies is of great importance. At the same
time, data sovereignty should be more innovative
and flexible. At this point, academic discussio
ns have attracted attention of policy makers.
The “Three-Perspective Theory” proposed by some
scholars can provide reference (Hao, 2017). Thi
s theory divides the cyberspace into the core 1
ayer, the infrastructure layer, and the applica
tion layer, and cyber sovereignty has different
scopes at different levels.Ath the core level,
the state actor could play a major role; at the
other two levels, platform company, civil societ
ies can play important role in data infrastruct
ure, digital economy, privacy protection, etc.,
and promote the improvement of policy forumlati
ng. Therefore, regulatory agencies should establ
ish an innovative and flexible concept of cyber
sovereignty, understanding its openness and inc
lusiveness.

Promote policy formulation based on a multi-
stakeholder model. Since the agenda of the "Wor
1d Summit on the Information Society” in 2003 a
nd 2005, the multi—stakeholder model has been r
egarded as a mainstream approach to internet go
vernance (Savage and McConnell 2015). According

to this model, ”“internet governance is defined
as the development and application of shared pr
inciples, norms, rules, and decision—making pro
cedures by governments, private sector, and civ
il society in their respective roles, to shape
the development and use of the Internet” (WSIS
2006). This model takes into consideration the
roles and interests of various stakeholders, an
d is conducive to forming consensus—based rules
that are acceptable to all parties. Platform co
mpanies as private sector entities hold a large
amount of data resources and exert influence on
policies through various means such as discussi
ons, lobbying, and hearings. In addition, polic
y formulation should also fully incorporate the
stance of civil society representing consumer i
nterests, ensuring individual rights such as pr
ivacy rights. This will result in relatively fa
ir and reasonable data sovereignty policies tha
t do not discriminate against any particular st
akeholder and exclude them from the policy—maki
ng process.

Trustworthy and sustainable international co
operation. The issue of data sovereignty involv
es international cooperation. Achieving trustwo
rthy international cooperation is crucial for i
mproving countries’ data sovereignty policies.
Countries should realize that data sovereignty
policies should ensure data security, actively
use data to drive innovation, achieve safe and
effective data use, and advance the digitizatio
n of human society. In order to achieve this go
al, promoting trustworthy and sustainable inter
national cooperation is essential, as it helps
bridge the trust deficit caused by inconsistent
national policies and facilitates the formation
of international consensus on data sovereignty
(Nugraha and Sastrosubroto, 2015). This will fa
cilitate secure, orderly, and free flow of dat
a, and harmonize national security, public inte
rests, and individual rights. In this regard, s
trategies such as “Global Data Security Initiat
ive” are worth considering. TTaking this documen
t as an example, it attaches great importance,
and fully responds to the need to building a “c
ommunity of common destiny in cyberspace” (Li 2
016). This shows that policymakers can promote



inclusivity of data sovereignty by balancing ”s
afe, orderly and free flow of data” and “nation
al sovereignty” through trustworthy internation
al cooperation, and achive the coexistence of th
e two.

Policy recommendations/conclusions

The above discussion reveals that the issue of
data sovereignty arises from the traditional na
tional sovereignty, and has some degree of flex
ibility and innovation. Data sovereignty polici
es can serve as a convergence point for domesti
¢ practices and internatinoal cooperation of da
ta governance, where countries can seek “consen
sus”. In this process, all stakeholders includi
ng governments, platform companies, and civil s
ociety should fully recognize that the formulat
ion of data sovereignty is the result of balanc

ing multiple factors.

For policymakers, the system of data sovereignt
y is a gradual process of improvement, and its
specific provisions should both meet the requir
ements of national sovereignty and the needs of
cross—border data flows, in order to achieve pr
osperity of the digital economy through secure
and orderly flow of data.

From the discussions in this article, it can be
concluded that data sovereignty policies should
adapt to the digitalization process of the enti
re society; the system of data sovereignty shou
1d not deny the interconnectedness of the globa
1 cyberspace. Countries should engage in full d
ialogues on this issue and reserve ample space

for international cooperation.

Data policies are complex and should also be op
en and inclusive. Data should not be used as a
weapon of technological politics or as a tool f
or privacy monitoring. Governments, platform co

mpanies, and civil society should collaborate ¢

losely to ensure that all parties can fully ben
efit from the process of policy formulation and
implementation. In the wave of digitization in
human society, we believe that humans should no
t become slaves of technology, but rather techn
ology should serve humanity, and humans should

gain freedom through technological progress.
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